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Secured Network Access

FortiClient VPN required to be installed and FortiClient VPN
. . . y The VPN-only version of FortiClient offers SSL VPN and IPSecVPN, but does not include any support. Download the best VPN software for multiple
activated on the administrator’s computer devices. T ’
. . fa) -
device to access SDS2.0 Admin Console. Remote Access m S 0
_/ SSL VPN with MFA Dowwi)r?c?o\:vF;N for Download VPN for MacOS Download VPN for Linux

It provides a secure, reliable access to ) IPSEG VPN with MFA

SDS2.0 Admin Console network from any

internet connected remote location. Go to .~ |ﬁ| 0
D

https//wwwfor“netComlsupport/p roduct_ 7 Download VPN for Android Download VPN for Linux

Download VPN for iOS

downloads#vpn to download the latest -
DOWNLOAD
FortiClient VPN installer for your device.
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Installation
& Install FortiClient
Welcome to the FortiClient Installer
¢ Introduction FortiClient for Mac OS X is a unified security agent for computers
oy . Li that integrates antivirus, SSL and IPsec VPN remote access, web
Launch the FortiClient VPN installer FOEnNS0 filtering, application firewall and vulnerability scan into a single
] _ _ Destination Select software package. FortiClient for Mac OS X has a user-friendly
and follow the instructions displayed , . interface that allows for quickly setting up protection for your
nstallation Type computer.
on the screen to install the software Installation
Summary

successfully.

Continue

v

-I
. ~
[

"

-
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Creating a new VPN Connection

@ rortiClient

File Help

Upgrade to the full version to access additional features and receive technical support.

Launch the FortiClient VPN software and tap 0
<

on the menu bar. = (;*

Then select [Add a new connection] from D.._,

the dropdown list. VPN Name .| =

Add a new connection

Username
Edit the selected connection

Password Delete the selected connection
Connect
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Creating a new VPN Connection

@ FortiClient - X
File Help

Upgrade to the full version to access additional features and receive technical support.

Information to create a new VPN connection,
New VPN Connection

including the username and password will e |
Connection Name | |
be raised in accordance with the Description | |
. . . Remote Gateway | | »®
+Add Remote Gatewa
escalation matrix in a separate channel. .
|:| Enable Single Sign On (SSO) for VPN Tunnel
Enter the necessary information for the VPN Cllent Certficate [ None v
Authentication o Prompt on login O Save login

|:| Enable Dual-stack IPv4/IPvé address

connection and tap [Save].

| Cancel Save
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Connecting to FortiClient VPN

FortnChent

File Help

Enter your credential provided by the SDS @ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

2.0 Team and tap [Connect].

server authentication, tap [Yes] to proceed

with the server connection. D"’

Status: 98%

Windows may prompt a security alert on @ s
i /

Security Alert * VPN Name SDS v
@ . : . e Username serene
e i} This page requires a secure connection which includes
?. server authentication. Password  sssssseesss

The Certificate Issuer for this site is untrusted or unknown.

Do you wish to proceed?
Yes View Certificate Mare Info
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Connecting to FortiClient VPN

@ FortiClient — X
File Help

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

It will inform you when the VPN is gﬁ ------------ {?

successfully connected to the IP Address.

VPN Name SDS
IP Address 12.345.678.901
Username serene
Duration 00:03:55
Bytes Received 0 KB
Bytes Sent 21.91 KB

Disconnect
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SDS 2.0 ADMINISTRATOR ACCOUNT

Admin Console Login (1)

Our Leaders

Service Portals

Smart Digital
Systems 2.0

To access SDS2.0:
https://sds.stengg.com

Visit Site

Then select Visit Site
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SDS 2.0 ADMINISTRATOR ACCOUNT

Admin Console Login (2)

Enter your username

1% STEngineering SDS*

Welcome To S D S +0

sm

2. ST Engineering

& serene

This is a ST Engineering cqmputer system.

roduction, possession,

and Password here

and click Sign In.

12 | Co-Confidential

modification, interception, damage or transfer (including
such attempts) of any content in this system may result
in criminal sanctions and civil penalties.

If you are not authorised to access to this system,
please logout immediately.

Recommended browser: Google Chrome
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SDS 2.0 ADMINISTRATOR ACCOUNT

First-Time Login

If it is your first-time login

. S‘"” - =
to the system, you will be i ST Engmeermg
prompted to change your
paSSWOfd- Update password

£\ You need to change your password to activate your
account.

Enter a new password

New Password

and re-enter your

Confirm password

password to confirm,

then tap [Submit]
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SDS 2.0 ADMINISTRATOR ACCOUNT

Password Policies

Ensure your password have:

. : Qs B -
1) A min. of 8 characters in U ST Eng"]ee"ng
length
2) At least one upper case Update password

and one lower case

0 Invalid password: new password doesn't match
password policies.

character
New Password

3) At least one special

character and one Confirm password

numeric character

14 | Co-Confidential
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Setting up OTP Token (1)
. . . .::3 ST Engineering ‘ SDS* Back to SDS2.0 Admin Console  Sign Out
For First-Time Login, you
Acoount Authenticator * Required fields
will be redirected to the Password

1. Install one of the following applications on your mobile

Authenticator

= Google Authenticator

Authenticator Page to

= Microsoft Authenticator

2. Open the application and scan the barcode

setup a One Time
Password (OTP) linked

to your Admin Console

account.

Unable to scan?
3. Enter the cne-time code provided by the application and click Save to finish the setup.

Provide a Device Name to help you manage your OTP devices

One-time code

Device Name

Cancel Save

15 | Co-Confidential
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SDS 2.0 ADMINISTRATOR ACCOUNT
Google Authenticator

Setting up OTP Token (2)

Download Google Authenticator app from Google

Play Store or App Store.

Note: You can also use Microsoft Authenticator

App as an alternative app to setup the OTP token
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SDS 2.0 ADMINISTRATOR ACCOUNT

Using Google Authenticator

=

Setup your first account

You can choose to scan

Use the QR code or setup key in your 2FA settings (by Google or third-party service). If you're having trouble, go to g.co/2sv

your QR code displayed 5 o

on your Authenticator

page or enter a setup key.

Import existing accounts?
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SDS 2.0 ADMINISTRATOR ACCOUNT

Scan a QR Code

4% ST Engineering ‘ SDS* Back to SD$2.0 Admin Console  Sign Out

[®] ScanaQRcode Authenticator

Account
Password

1. Install one of the following applications on your mobile

Authenticator = Google Authenticator

= Microsoft Authenticator

If you have selected

2. Open the application and scan the barcode:

[Scan a QR code], your
device camera will be

activated for scanning.

time code provided by the application and click Save fo finish the setup

Scan the QR code shown

ice Name to help you manage your OTP devices.

on Authenticator page.

Place barcode within red lines

Then go to slide 20 to

complete your OTP setup.
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SDS 2.0 ADMINISTRATOR ACCOUNT

Enter a Setup Key

Enter a setup key Enter account details

~ Account name
My Authenticator for SDS2.0

If you have selected

ABCDEFGHIJKLMNOPQRSTUVWXYZABCDEF

[Enter a setup key], you

Time based

will need to input an
Account name, your setup

key, and the type of key.

Then tap [Add] to create

your OTP token.
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Where to find Setup Key
Lactdr |

[=]

Unahle to scan?

4% ST Engineering | SDS* Back to SDS2.0 Admin Console  Sign Out

Authenticator * Required fields
Account

Password
1. Install one of the following applications on your maobile

Authenticator

= (oogle Authenticator

= Microsoft Authenticator

2. Open the application and enter the key:

3. Enter the one-time code provided by JBRT M3RV JBRW QBLF INCV K6KP NFYH QRTF

Scan barcode?

Pruyi |:| B A DE'L”C-E N ame tD h e | |:| I!I'rD um 3. Use the following configuration falues if the application allows setting them
o Type: Time-based
o Algorithm: SHA1
o Digits: 6

. o Interval: 30

T h e Setu p key IS at th e 4. Enter the one-time code providdd by the application and click Save to finish the setup
Provide a Device Name to help fou manage your OTP devices.

Authenticator Page. Tap

One-time code

Device Name

[Unable to scan?] link

below the QR code to

view the setup key.
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Completing OTP Setup

4% ST Engineering | SDS* Back to SDS2.0 Admin Console  Sign Out

Authenticator * Required fields

Enter the one-time code

Account

Password

Install one of the following applications on your mobile

displayed on your mobile

Authenticator

= (oogle Authenticator

= Microsoft Authenticator

and give your device a

)

Open the application and enter the key:
JBRT M3RV JBRW Q6LF INCV K6KP NFYH QRTF

Scan barcode?

name, then tap [Save].

w

Use the following configuration values if the application allows setting them
o Type: Time-based

o Algorithm: SHA1

o Digits: 6

o Interval: 30

Google Authenticator

S

Enter the one-time code provided by the application and click Save to finish the setup

Authenticator

535 161 Provide a Device Name to help you manage your OTP devices.

My Authenticator for SD$2.0

456 029

One-time code 456029

Device Name Google Authenticator

Cancel Save

e
Yt




SDS 2.0 ADMINISTRATOR ACCOUNT

Completing OTP Setup

2% ST Engineering ‘ SDS*>

@ Your account has been updated.

Account
Password
_ Edit Account
Authenticator
Your authenticator will be I
created successfully gmail " | perenelon@stongs.com
First name ' Serene
when you followed the =

steps correctly.
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Sign Out

SDS 2.0 ADMINISTRATOR ACCOUNT

Change OTP Token

1= ST Engineering ‘ sSDSs”

@ Mobile authenticator configured.

Authenticator

Configured Authenticatol
sDs2.0

Account

Select the delete
button to remove your ihwfa

Mobile

old device.

Once removed, you can
setup a new OTP token

(Refer to slide 14-21).
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SDS 2.0 ADMINISTRATOR ACCOUNT

Forget or Lost Physical OTP Device

If you have forgotten to E:K’ ST Engineering

bring your physical OTP |

device, or lost it (E.g., Bne time cods o

smartphone), you “ I
s |

will need to request
help internally (CX
Hub) to reset your OTP

token setup.

24 | Co-Confidential



)

"% ST Engineeri
S ngineerin
SDS 2.0 ADMINISTRATOR ACCOUNT Yy g g

Account Management

If your account has been

SDS” Service Portals About SDS2.0 Our Leaders FAQs Contact Us serene

setup, your subsequent

logins will direct you to SeI’VICG POI"[a|8
SDS2.0 landing page.
8 2o = L

Select Enter Portal

—— | Y -r s I ’E 4
under Account — I i\ —“'“pg 2

44

M an ag e m e n t Se Ctl O n . « Raise service requests « Inhouse & Onsite Service « Process Serice Requests (*for administrative users only)

+» Cancel service requests Request Extraction » Monitor & Edit Status of » Credential Reset or Change
» Monitor status of service » Updating & Importing of Requests » Device Pairing Authentication
requests MO/SO/YT3 Values » Task Assignments to Engineers

» Download service requesis

Enter Portal Enter Portal Enter Portal Enter Portal

Equipment Transit MRO Al Co-pilot Helpdesk System Support

25 | Co-Confidential
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SDS 2.0 ADMINISTRATOR ACCOUNT

Update My Account

47% ST Engineering

SDS2.0 Users

Lookup

To update your account
information, tap on your

name (i.e., Serene Loh)

sssss

m
il
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e

ST Engineering

)

& Serene Loh v

Add user

and select [My Account].
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Update Account Information (1)

"y
e

ST Engineering

)

4% ST Engineering | SDS”® Back to SDS2.0 Admin Console ~ Sign Out

2 : Edlt ACCOUﬂt * Required fields
ccoun
On the Account page, AT
Authenticator -
u pd ate yo u r d etai IS : Email ferene lon@stengg.com
Firstname = Serene
° E m al | Lastname ~ Loh

* First Name

 Last Name

Tap [Save] to update

your details.
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SDS 2.0 ADMINISTRATOR ACCOUNT

Update Account Information (2)

1= ST Engineering ‘ sSDSs”

Account
Password )
. Authenticator
Authenticator

Configured Authenticators

Mobile sDs2.0

Your account will be
updated successfully
when all the fields are

Input correctly.

28 | Co-Confidential
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Back to SDS2.0 Admin Console  Sign Out

Sign Out
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SDS 2.0 ADMINISTRATOR ACCOUNT

Change Password

Back to SDS2.0 Admin Console Sign Out

On the Password Page, <{¢ ST Engineering | SDS™
Ch P d All fields
change your password Aocourt ange Fasswor
Password
with the following input: """"
[ ] (Current) PaSSWord Confirmation

« New Password

« Confirmation (on New

Password)

Tap [Save] to update

password.
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SDS 2.0 ADMINISTRATOR ACCOUNT

Forget Password

%1% ST Engineering

sm

2. ST Engineering

If you have forgotten your
password, you will need
to request help
internally (CX Hub) to

reset your password.

30 | Co-Confidential

Welcome To SDS +0

& serenetoh o
Invalid username or password.
a °

This is a ST Engineering computer system.

Unauthorised access, use, reproduction, possession,
modification, interception, damage or transfer (including
such attempts) of any content in this system may result
in criminal sanctions and civil penalties.

If you are not authorised to access to this system,
please logout immediately.

Recommended browser: Google Chrome




SDS 2.0 ADMINISTRATOR ACCOUNT

Admin Console Page

4% ST Engineering | SDS”

Account
Password

Authenticator

To view or go back to
Admin Console page, tap
on [Back to SDS2.0
Admin Console] at the
top-right corner of the

navigation bar.
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Edit Account
Username serene
Email serene.loh@stengg.com

First name

Last name

Serene

" Loh

* Required fields

Cancel Save

"y
e
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Back to SDS$2.0 Admin Console  Sign Out
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SDS 2.0 ADMINISTRATOR ACCOUNT

Sign Out of Admin Console

41% ST Engineering ‘ sDS* Back to SDS2.0 Admin Console  Sign Out

To sign out of your admin

Edit Account

Account

account, tap Password

Authenticator

Username serene

ai serene_loh@stengg.com

@ [Sign Out] if you are at strame " [ Sam

your account page or

':::‘ ST Engineering & Serene Loh v

® [Your Name] > [Sign

SDS2.0 Users e My

9— Sign Out
Lookup

Q | View all users Add user

Out] if you are at admin

console page.

It should redirect you
back to the login page
(Refer to slide 11).

32 | Co-Confidential



User Account Management

« User Accounts * Reset OTP Token
« Account Creation « View OTP Algorithm
« Update/Edit Account Detalls e Sessions

* Reset Password * Delete User
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USER ACCOUNT MANAGEMENT

User Accounts

The administrator can

view a list of users from

Users menu.

® Quick search function

® Reloads data displayed

on the list of users
© Adds a new user

O cEdit user information

34

Co-Confidential

0796217-0392-4b4c-910¢-65.

5600380-54¢1-4320-9c61-26...

7aec5745-9917-4d58-977d-33.

ac252128-a979-4e43-94d2-a.

fb08a21e-bce6-48c3-afcs-94a...

d128d384-8ec4-4128-b3c0-81.

45407de9-9cfe-4d02-9707-1d.

d9e05164-ce2d-412¢c-8bdc-65

d94c0586-3f16-4214-a1e9-37

51209a4c-3681-4e33-b702-39

de3f4e87-c1fc-42d1-b528-be.

7d055274-241c-489b-bbc0-00...

Oeb7ale7-c828-44bb-b2d1-7.

49bee619-db29-4417-b556-91

79102ee0-eed4e-4737-b507-4.

f7b157ae-9b26-4074-8b1f-c6e.

2063bd9f-349d-43e0

0-8b
8e470a76-abil-48ec-b671-53

First Page || Previous Page

View all users
Username
10000154
10000218
10000643
10000946
10001278
10001423
100016590
10001730
10001993
10002179
10002267
10002393
10002723
10002771
10003063
10003277
10003332
10003374
10003497

10095721

Email

tanoh@stengg.com

tohmy@stengg.com

soonck@stengg.com
yapwi@stengg.com
ericheng@stengg.com
axeltan@defence stengg.com
lowlk@defence stengg.com
leetecksing@defence stengg
phang kaibin_kevin@stengg.c
poh.hweetong@stengg.com

vijay.letchumi@stengg.com

mohamad.zulkiflee@stengg.c.

quah.yishen@stengg.com

tang.huizhong@defence sten.

Jjonathan js@stengg.com

Last Name
Tan

Chong

Yeo

Bok

Toh

Driver

Soon

Yap

Heng

Tan

Low

Lee

Phang

Poh

Dio Sivanantham
Bin Mohd Ali
Quah

Lim

Tang

S/0 Joseph Simon

4z

=¢m§

First Name

Oon Hock

Lea Ping

King Yong

Wing Chun

Meng Yak Michael
Milkrun

Chih Kuang

Willie

Cheok Hou Eric
Axel, Hai Lieh

Lit Keong

Teck Sing

Kevin

Hwee Tong

Vijay Letchumi
Mohamad Zulkiflee
Yishen

Joel

Hui Zhong

Jonathan

ST Engineering

Actions

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

Edit

& Serene Loh

Add user

ATs
Y



USER ACCOUNT MANAGEMENT

Account Creation

41 ST Engineering

Add user SDS2.0

From Users page, tap
[Add user] button to

create a new user.

User Enabled &
Email Verified ©

Input the user information

Groups @

in the given text fields

Required User Actions &

and tap [Save] to create.

Note: Username is a

mandatory field
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Update/Edit Account Details
£1% ST Engineering £ S Lot <
Once saved, it will auto- 0520 e
Serene &
generate a User ID and a

user page in Details Tab. c
Admin can modify and e
update the changes here. L

User Enabled © m

Required User Actions @

OR from Users page, tap

[Edit] to edit the user.

Edit
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Reset Password
£1% ST Engineering & Serene Loh
SDS2.0 veers o seree
Administrator can reset serene ¥
user’s password under Manage Credentials @
Credential Tab' - :l);pe :::I:z:entlcalur — Show data... ACtiunsDe\ete Save

Reset Password

Enter a default password

and re-enter password to Pt -
Temporary & m

confirm, then tap [Reset —

Password].
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USER ACCOUNT MANAGEMENT

Reset OTP Token

£1% ST Engineering
$DS2.0 Users > serene
Serene &
Details Credentials Sessions

Administrator can reset

Manage Credentials @

user’s OTP token under

Credential Tab.

Position Type

otp

Reset Password

Under Manage

User Label

Google Authenticator

m
il

"y
e

)

Show data...

ST Engineering

& Serene Loh v

Delete Save

Credentials, tap [Delete]
and confirm delete to
remove the OTP token

created by the user.

38 | Co-Confidential

Delete credentials

Are you sure you want to delete these users credentials?

Cancel Dal!b
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View OTP Algorithm

Admin can check the type

algorithm ~ HmacSHA1
counter 0

of algorithm, subtype, oo o

period 30

subType  toip

counter, number of digits
displayed and reset
duration for the user’s
OTP token. Under
Manage Credentials, tap
[Show data...].

Data A

Show data...
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USER ACCOUNT MANAGEMENT

Sessions

User sessions display
login activities and web

clients of the user.

The sessions will expire
and auto-cleared when
there is inactivity after

some time.

Admin can also end user
sessions by selecting

[Log out all sessions].

40 | Co-Confidential

$1% ST Engineering

SD82.0

Serene &

Details Credentials

IP Address

20.0.1.13

m

= % ST E i I
& Serene Loh v
Sessions
Log out all session
Started Last Access Clients Action
Jun 3, 2022 10:36:50 AM Jun 3, 2022 11:17:02 AM security-admin-console Logout
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Delete User

& Serene Loh

Users

Lookup

Q, || View all users Add user

1D Username Email Last Name First Name Actions
|f yo u Want to re m Ove a 10000154 tanoh@stengg com Tan Oon Hock Edit
07962117-0392-4b4C-910¢-65. 10000218 Chong Lea Ping Eait
56003810-54¢1-4320-9¢61-26... 10000643 Yeo King Yong Edit
u Ser fro I I l th e | |St 736C5745-9977-4058-9770-33. 10000946 Bok Wing Chun Edit
ac252128-a979-4e43-94d2-a. 10001278 tohmy@stengg.com Toh Meng Yak Michael Edit
fb08a21e-bce6-48c3-afc8-94a. .. 10001423 Driver Milkrun Edit
pe rl I l an e ntly, y O u d128d384-8ecd-4128-b3c0-87. 100016590 soonck@stengg.com Soon Chih Kuang Edit
10001730 yapwi@stengg.com Yap Wwillie Edit
45407de9-9cfe-4d02-9707-1d. 10001993 ericheng@stengg.com Hen Cheok Hou Eric Edit

. g@stengg g
W I | | n eed to C r eat e a d9e05164-ce2d-412¢c-8b4c-65 10002179 axeltan@defence stengg.com Tan Axel, Hai Lieh Edit
d94c0586-3f16-4214-a1€9-37 10002267 lowlk@defence stengg.com Low Lit Keang Edit
51209a4c-3681-4e33-b702-39 10002393 leetecksing@defence stengg Lee Teck Sing Edit
h el p d eS k req u eSt O n de3f4e87-c1fc-42d1-b528-be. 10002723 phang kaibin_kevin@stengg.c Phang Kevin Edit
7d055214-241c-489b-bbc0-00... 10002771 poh.hweetong@stengg.com Poh Hwee Tong Edit
Oeb7ale7-c828-44bb-b2d1-7. 10003063 vijay.letchumi@stengg.com Di/o Sivanantham Vijay Letchumi Edit
I .
| S M at . 49bee619-db29-4417-b558-91... 10003277 mohamad.zulkiflee@stengg.c. Bin Mohd Ali Mohamad Zulkiflee Edit
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